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1
RADIO COMMUNICATION DEVICES AND
METHODS FOR CONTROLLING A RADIO
COMMUNICATION DEVICE

CROSS-REFERENCE TO RELATED
APPLICATION

The present application claims the benefit of the U.S. pro-
visional patent application 61/821,428 filed on 9 May 2013,
the entire contents of which are incorporated herein by refer-
ence for all purposes.

TECHNICAL FIELD

The present disclosure generally relates to radio commu-
nication devices and methods for controlling a radio commu-
nication device.

BACKGROUND

NFC (Near Field Communication) is gaining wide accep-
tance within mobile devices and as a result, NFC radios are
being included in more and more consumer devices, such as
but not limited to smartphones, tablets, and ultrabooks. Thus,
there may be a need for a tamper-resistant NFC reader.

BRIEF DESCRIPTION OF THE DRAWINGS

In the drawings, like reference characters generally refer to
the same parts throughout the different views. The drawings
are not necessarily to scale, emphasis instead generally being
placed upon illustrating the principles of the invention. In the
following description, various aspects are described with ref-
erence to the following drawings, in which:

FIG. 1 shows an exemplary NFC (near field communica-
tion) architecture.

FIG. 2 shows a radio communication device according to
various aspects of this disclosure.

FIG. 3 shows a flow diagram illustrating a method for
controlling a radio communication device according to vari-
ous aspects of this disclosure.

FIG. 4 shows a tamper-proof NFC architecture according
to various aspects of this disclosure.

DESCRIPTION OF EMBODIMENTS

The following detailed description refers to the accompa-
nying drawings that show, by way of illustration, specific
details and aspects of this disclosure in which the invention
may be practiced. Other aspects may be utilized and struc-
tural, logical, and electrical changes may be made without
departing from the scope of the invention. The various aspects
of this disclosure are not necessarily mutually exclusive, as
some aspects of this disclosure can be combined with one or
more other aspects of this disclosure to form new aspects.

The terms “coupling” or “connection” are intended to
include a direct “coupling” or direct “connection” as well as
an indirect “coupling” or indirect “connection”, respectively.

The word “exemplary” is used herein to mean “serving as
an example, instance, or illustration”. Any aspect of this dis-
closure or design described herein as “exemplary” is not
necessarily to be construed as preferred or advantageous over
other aspect of this disclosure or designs.

The radio communication device may include a memory
which may for example be used in the processing carried out
by the radio communication device. A memory may be a
volatile memory, for example a DRAM (Dynamic Random
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2

Access Memory) or a non-volatile memory, for example a
PROM (Programmable Read Only Memory), an EPROM
(Erasable PROM), EEPROM (Electrically Erasable PROM),
or a flash memory, for example, a floating gate memory, a
charge trapping memory, an MRAM (Magnetoresistive Ran-
dom Access Memory) or a PCRAM (Phase Change Random
Access Memory).

As used herein, a “circuit” (which may also be referred to
as a component) may be understood as any kind of a logic
implementing entity, which may be special purpose circuitry
or a processor executing software stored in a memory, firm-
ware, or any combination thereof. Furthermore, a “circuit”
may be a hard-wired logic circuit or a programmable logic
circuit such as a programmable processor, for example a
microprocessor (for example a Complex Instruction Set
Computer (CISC) processor or a Reduced Instruction Set
Computer (RISC) processor). A “circuit” may also be a pro-
cessor executing software, for example any kind of computer
program, for example a computer program using a virtual
machine code such as for example Java. Any other kind of
implementation of the respective functions which will be
described in more detail below may also be understood as a
“circuit”. It may also be understood that any two (or more) of
the described circuits may be combined into one circuit.

Description is provided for devices, and description is pro-
vided for methods. It will be understood that basic properties
of the devices also hold for the methods and vice versa.
Therefore, for sake of brevity, duplicate description of such
properties may be omitted.

It will be understood that any property described herein for
a specific device may also hold for any device described
herein. It will be understood that any property described
herein for a specific method may also hold for any method
described herein.

NFC (Near Field Communication) is gaining wide accep-
tance within mobile devices and as a result, NFC radios are
being included in more and more consumer devices, such as
but not limited to smartphones, tablets, and Ultrabooks. NFC
technology is very flexible and has the capability of being
used for countless purposes. Many of the use cases are for
convenience (just tap to have something useful or interesting
happen) and do not require a high level of security. However,
many usage cases do require a high level of security, espe-
cially when there is value associated with the information that
is made available over the NFC interface. For example: con-
tactless credit cards, contactless identity cards, contactless
access control cards (physical and logical) may contain infor-
mation that can be fraudulently exploited by a malicious 3¢
party. One way to solve this problem, which has been the
commonly used approach, is to have specialized highly
secure NFC terminal equipment that guarantees that the
information is safely processed (and never leaked) when
accessed from an NFC tag, contactless card, or NFC device
(e.g. smartphone). However, that approach is expensive
because the terminals are specialized and dedicated devices.
As consumer devices are expanding their capabilities year
over year, there is now a potential to leverage the native NFC
capabilities of NFC devices to replace the specialized termi-
nals but the problem is that consumer devices are not designed
to be highly secure as specialized terminals.

Some of the commonly used devices do not provide any
protection for sensitive data as the data is directly sent to the
Application Processor where malicious SW (software) may
intercept it. Better solutions make use of a Trusted Execution
Environment (TEE) within the Application Processor to pro-
tect the sensitive data as it enters the Application Processor
environment, but TEEs are not tamper-proof. Finally, some
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other solutions rely on the NFC controller itself and run a
modified NFC controller firmware version to manage the
sensitive data, but again NFC controllers are not tamper
proof.

FIG. 1 shows an exemplary NFC architecture 100. In the
case of the exemplary architecture, it is clear that it is NFC
Controller (NFCC) 102 centric. The NFC Controller 102 is
the center of a star topology where both the Apps (applica-
tion) Processor 106 (via an 12C connection 114) and the
Secure Element (SE; for example in the form of an eSE
(embedded Secure Element) 110 and/or UICC (Universal
Integrated Circuit Card) 112) are connected directly to the
NFCC 102 (for example via a SWP (single wire protocol)
connection 118 or 122). This is the reason the sensitive data
needs to be protected in some way from the potentially mali-
cious SW running on the Application Processor (AP) 106
either at the NFCC 102 as the data is received over the con-
tactless interface (for example using an antenna 104) or at the
AP 106 through a Trusted Execution Environment (TEE). As
described herein, the disadvantage of these approaches is that
they do not provide tamper-proof protection and therefore
those solutions do not meet the security requirements for
highly sensitive data processing use cases.

Furthermore, as shown in FIG. 1, the AP 106 may be
connected to a modem 108, for example via a HSIC (High
Speed Inter Chip) connection 116. The modem 108 may be
connected to the UICC via a ISO 7816 connection 120.

According to various aspects of this disclosure, a solution
to the aforementioned problem may be provided by creating
a tamper-proof subsystem within a device (e.g. smartphone,
tablet, Ultrabook, etc.) with NFC capabilities. A typical NFC
subsystem may already have the components required to cre-
ate such environment but the way they currently interact
needs to change.

FIG. 2 shows a radio communication device 200 according
to various aspects of this disclosure. The radio communica-
tion device 200 may include a transceiver circuit 202 config-
ured to communicate wirelessly with another device (not
shown). The radio communication device 200 may include a
tamper-proof circuit 204 connected to the transceiver circuit
202. The radio communication device 200 may further
include a processor 206, for example, a central processing
unit, connected to the tamper-proof circuit 204 and config-
ured to exchange data with the transceiver circuit 202 via the
tamper-proof circuit 204. The transceiver circuit 202 and the
tamper-proof circuit 204 may be coupled with each other, for
example via a connection 208, for example an optical con-
nection or an electrical connection, such as for example a
cable or a computer bus or via any other suitable electrical
connection to exchange electrical signals. The tamper-proof
circuit 204 and the processor 206 may be coupled with each
other, for example via a connection 210, for example an
optical connection or an electrical connection, such as for
example a cable or a computer bus or via any other suitable
electrical connection to exchange electrical signals.

In other words, the processor 206 may be configured to
exchange the data (for example secure data; for example all
data) with the transceiver circuit 202 exclusively via the
tamper-proof circuit 204. In other words, all communication
between the transceiver circuit 202 and the processor 206 is
routed via the tamper-proof circuit 204. In other words, there
may be no way of the transceiver circuit 202 and the processor
206 communicating directly, but all communication is done
via the tamper-proof circuit 204. In other words, there is no
(direct) physical data connection between the transceiver cir-
cuit 202 and the processor 206.
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The processor 206 may exchange data with the transceiver
circuit 202 free from a direct physical signaling between the
processor 206 and the transceiver circuit 202.

The radio communication device 200 may further include
a first interface (for example for the connection 208) between
the transceiver circuit 202 and the tamper-proof circuit 204.

The first interface may include or may be a single wire
protocol interface.

The radio communication device 200 may further include
a second interface (for example for the connection 210)
between the tamper-proof circuit 204 and the processor 206.

The second interface may include or may be a serial periph-
eral interface.

The radio communication device may be free from an
interface between the transceiver circuit 202 and the proces-
sor 206.

The tamper-proof circuit 204 may securely process data.

The tamper-proof circuit 204 may include or may be a
secure element.

The radio communication device 200 may further include
a secure element including (or being) the tamper-proof circuit
204.

The tamper-proof circuit 204 may include or may be an
embedded secure element.

The radio communication device 200 may further include
an embedded secure element including (or being) the tamper-
proof circuit 204.

The tamper-proof circuit 204 may include or may be a
subscriber identity module.

The radio communication device 200 may further include
a subscriber identity module including (or being) the tamper-
proof circuit 204.

The tamper-proof circuit 204 may include or may be a
universal integrated circuit card.

The radio communication device 200 may further include
a universal integrated circuit card including (or being) the
tamper-proof circuit 204.

The transceiver circuit 202 may include or may be a near
field communication controller.

The radio communication device 200 may further include
anear field communication controller including (or being) the
transceiver circuit 202.

The processor 204 may include or may be an application
processor.

The radio communication device 200 may further include
an application processor including (or being) the processor
204.

The radio communication device 200 may be (or may be
included in) a contactless card.

The radio communication device 200 may be (or may be
included in) a contactless credit card.

The radio communication device 200 may be (or may be
included in) an NFC tag.

The radio communication device 200 may be (or may be
included in) an NFC device.

The radio communication device 200 may be (or may be
included in) in a mobile point of sale terminal.

The radio communication device 200 may be (or may be
included in) in a payment processing device.

The radio communication device 200 may be (or may be
included in) a NFC reader.

FIG. 3 shows a flow diagram 300 illustrating a method for
controlling a radio communication device according to vari-
ous aspects of this disclosure. The method may include, like
illustrated in 302, providing a transceiver circuit to commu-
nicate data wirelessly with another device. The method may
include, like illustrated in 304, coupling a processor (for
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example a central processing unit) to a tamper-proof circuit,
and, like illustrated in 306, coupling the tamper-proof circuit
to the transceiver circuit. In 308, the radio communication
device may exchange data between the processor and the
transceiver circuit via the tamper-proof circuit.

The processor may exchange data with the transceiver
circuit free from a direct physical signaling between the pro-
cessor and the transceiver circuit.

The radio communication device may include a first inter-
face between the transceiver circuit and the tamper-proof
circuit.

The first interface may include or may be a single wire
protocol interface.

The radio communication device may include a second
interface between the tamper-proof circuit and the processor.

The second interface may include or may be a serial periph-
eral interface.

The radio communication device may be free from an
interface between the transceiver circuit and the processor.

The tamper-proof circuit may securely process data.

The tamper-proof circuit may include or may be a secure
element.

The radio communication device may include a secure
element including (or being) the tamper-proof circuit.

The tamper-proof circuit may include or may be an embed-
ded secure element.

The radio communication device may include an embed-
ded secure element including (or being) the tamper-proof
circuit.

The tamper-proof circuit may include or may be a sub-
scriber identity module.

The radio communication device may include a subscriber
identity module including (or being) the tamper-proof circuit.

The tamper-proof circuit may include or may be a universal
integrated circuit card.

The radio communication device may include a universal
integrated circuit card including (or being) the tamper-proof
circuit.

The transceiver circuit may include or may be a near field
communication controller.

The radio communication device may include a near field
communication including (or being) the transceiver circuit.

The processor may include or may be an application pro-
Cessor.

The radio communication device may include an applica-
tion processor including (or being) the processor.

The radio communication device may be (or
included in) a contactless card.

The radio communication device
included in) a contactless credit card.

The radio communication device
included in) an NFC tag.

The radio communication device
included in) an NFC device.

The radio communication device may be
included in) a mobile point of sale terminal.

The radio communication device may be
included in) a payment processing device.

The radio communication device may be
included in) a NFC reader.

The radio communication device according to various
aspects of this disclosure may for example be (or may for
example be included in) a tamper-resistant NFC reader.

FIG. 4 shows a tamper-proof NFC architecture 400 accord-
ing to various aspects of this disclosure. Various portions of
the architecture 400 shown in FIG. 4 may be similar or iden-
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6

tical to portions of the architecture 100 shown in FIG. 1, so
that the same reference signs may be used and duplicate
description may be omitted.

The devices according to various aspects of this disclosure
may be based on a tamper-proof component (e.g. Secure
Element) 110 being at the center of the architecture. In this
tamper-proof centric architecture, the NFC controller 102 is
physically (as opposed to virtually) isolated from the Appli-
cation Processor 106 (or main CPU) by removing the data
path between the NFC controller 102 and the Application
Processor 106 (like indicated by cross 404). Instead, the
Application Processor 106 is connected to the tamper-proof
component 110 (for example via a SPI (serial peripheral
interface) connection 402) and the tamper-proof component,
for example the embedded Secure Element (eSE) 110, in turn
is connected to the NFC controller 118. In this way, the highly
sensitive data received over the NFC interface is sent directly
and exclusively to the tamper-proof component, for example
the eSE 110, where it can be securely processed without ever
exposing such sensitive data directly to the Application Pro-
cessor 106 and the SW (software) running on it (which may
be compromised and/or malicious).

The devices and methods according to various aspects of
this disclosure provide a solution which is better than the
commonly used solutions because of their tamper-proof pro-
tection.

The devices and methods according to various aspects of
this disclosure provide a way of how the NFC subsystem
components are interconnected to create an NFC tamper-
proof environment.

In the architecture according to various aspects of this
disclosure, the tamper-proof component is the SE (e.g. either
eSE or UICC) and is inserted between the AP and the NFCC
so that any highly sensitive data received over the contactless
interface is passed directly and exclusively to the SE for
secure processing. The host SW (e.g. Android, Windows,
etc.) is unable to access any of the sensitive data outside of the
SE because there is no direct physical connection between the
AP and the NFCC. A centralized tamper-proof protection
may be what makes this architecture robust because both SW
and HW (hardware) attacks are mitigated by SW and HW
countermeasures that may be formally evaluated and certified
by EMVco and/or Common Criteria standard procedures and
suitable for highly secure use cases within the payment indus-
try (i.e. make and receive payment), Mobile Subscription
Management, Identity Management, strong Authentication,
etc.

It is to be noted that although at present Secure Elements
are the tamper-proof architecture building blocks, this idea is
agnostic to the implementation of the tamper-proof compo-
nent. For example, tamper-proof protection may be integrated
into SOC (system on a chip) chip technology thereby displac-
ing the discrete SE oftoday in favor of an integrated solution.

The SOC may have a direct connection to the Secure Ele-
ment while the interface between the application processor
(main CPU) and the NFC Controller may be removed as
depicted in the architecture in FIG. 4. Code may be provided
(for example as applets to run on the secure element and also
middleware and application code running on the application
processor) to exercise the secure NFC reader mode.

In an aspect of this disclosure, methods and devices may be
provided to isolate the NFC interface within a tamper-proof
subsystem to read and process highly sensitive data from an
external NFC entity (e.g. contactless (credit) card, NFC tag,
NFC device, mobile point of sale (mPOS), payment process-
ing device, secure NFC reader), which may provide a tamper-
proof environment.
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NFC controllers and SecureElements chips may be pro-
vided in the form of embedded SecureElements, UICC or
SIM (subscriber identity module) cards, or SD cards.

In an aspect of this disclosure, an apparatus for communi-
cating wirelessly may include: a near field communication
(NFC) module; a secure element (SE) module connected to
the NFC module for receiving first data from the NFC mod-
ule; an application processor (AP) module connected to the
SE module for receiving second data from the SE module;
wherein the AP module does not have a capability for access-
ing the first data in the NFC module.

In an aspect of this disclosure, a method may include:
wirelessly receiving first data into a near field communication
(NFC) module; transferring the first data into a secure ele-
ment (SE) module; performing a secure function on the first
data in the SE module to produce second data; and transfer-
ring the second data to an application processor (AP) module.

In an aspect of this disclosure, a computer-readable storage
medium may contain instructions, which when executed by
one or more processors result in performing the method as
described above.

The following examples pertain to further embodiments.

Example 1 is a radio communication device comprising: a
transceiver circuit configured to communicate wirelessly
with another device; a tamper-proof circuit coupled to the
transceiver circuit; and a processor coupled to the tamper-
proof circuit and configured to exchange data with the trans-
ceiver circuit via the tamper-proof circuit.

In example 2, the subject-matter of example 1 can option-
ally include that the processor is configured to exchange data
with the transceiver circuit free from a direct physical signal-
ing between the processor and the transceiver circuit.

In example 3, the subject-matter of example 1 or 2 can
optionally include that the processor is configured to
exchange data with the transceiver circuit exclusively via the
tamper-proof circuit

In example 4, the subject-matter of any one of examples 1
to 3 can optionally include a first interface between the trans-
ceiver circuit and the tamper-proof circuit.

In example 5, the subject-matter of any one of examples 1
to 4 can optionally include that the first interface comprises a
single wire protocol interface.

In example 6, the subject-matter of any one of examples 1
to 5 can optionally include a second interface between the
tamper-proof circuit and the processor.

In example 7, the subject-matter of example 6 can option-
ally include that the second interface comprises a serial
peripheral interface.

In example 8, the subject-matter of any one of examples 1
to 7 can optionally include that the radio communication
device is free from an interface between the transceiver circuit
and the processor.

In example 9, the subject-matter of any one of examples 1
to 8 can optionally include that the tamper-proof circuit is
configured to securely process data.

In example 10, the subject-matter of any one of examples 1
to 9 can optionally include that the tamper-proof circuit com-
prises a secure element.

Inexample 11, the subject-matter of any one of examples 1
to 10 can optionally include a secure element comprising the
tamper-proof circuit.

In example 12, the subject-matter of any one of examples 1
to 11 can optionally include that the tamper-proof circuit
comprises an embedded secure element.

In example 13, the subject-matter of any one of examples 1
to 12 can optionally include an embedded secure element
comprising the tamper-proof circuit.

10

15

20

25

30

35

40

45

50

55

60

65

8

In example 14, the subject-matter of any one of examples 1
to 13 can optionally include that the tamper-proof circuit
comprises a subscriber identity module.

Inexample 15, the subject-matter of any one of examples 1
to 14 can optionally include a subscriber identity module
comprising the tamper-proof circuit.

In example 16, the subject-matter of any one of examples 1
to 15 can optionally include that the tamper-proof circuit
comprises a universal integrated circuit card.

Inexample 17, the subject-matter of any one of examples 1
to 16 can optionally include a universal integrated circuit card
comprising the tamper-proof circuit.

In example 18, the subject-matter of any one of examples 1
to 17 can optionally include that the transceiver circuit com-
prises a near field communication controller.

Inexample 19, the subject-matter of any one of examples 1
to 18 can optionally include a near field communication con-
troller comprising the transceiver circuit.

In example 20, the subject-matter of any one of examples 1
to 19 can optionally include that the processor comprises a
central processing unit.

Inexample 21, the subject-matter of any one of examples 1
to 20 can optionally include a central processing unit com-
prising the processor.

In example 22, the subject-matter of any one of examples 1
to 21 can optionally include that the processor comprises an
application processor.

In example 23, the subject-matter of any one of examples 1
to 22 can optionally include an application processor com-
prising the processor.

In example 24, the subject-matter of any one of examples 1
to 23 can optionally include that the radio communication
device is a contactless card.

Inexample 25, the subject-matter of any one of examples 1
to 24 can optionally include that the radio communication
device is a contactless credit card.

In example 26, the subject-matter of any one of examples 1
to 25 can optionally include that the radio communication
device is an NFC tag.

Inexample 27, the subject-matter of any one of examples 1
to 26 can optionally include that the radio communication
device is an NFC device.

In example 28, the subject-matter of any one of examples 1
to 27 can optionally include that the radio communication
device is a mobile point of sale terminal.

Inexample 29, the subject-matter of any one of examples 1
to 28 can optionally include that the radio communication
device is a payment processing device.

In example 30, the subject-matter of any one of examples 1
to 29 can optionally include that the radio communication
device is a NFC reader.

Example 31 is a method for controlling a radio communi-
cation device, the method comprising: providing a transceiver
circuit to communicate data wirelessly with another device;
coupling a processor to a tamper-proof component; coupling
the tamper-proof component to the transceiver circuit; and
exchanging data between the processor and the transceiver
circuit via the tamper-proof circuit.

In example 32, the subject-matter of example 31 can
optionally include that the processor exchanges data with the
transceiver circuit free from a direct physical signaling
between the processor and the transceiver circuit.

In example 33, the subject-matter of example 31 or 32 can
optionally include that the processor exchanges data with the
transceiver circuit exclusively via the tamper-proof circuit.

In example 34, the subject-matter of any one of examples
31 to 33 can optionally include that the radio communication
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device comprises a first interface between the transceiver
circuit and the tamper-proof circuit.

In example 35, the subject-matter of example 34 can
optionally include that the first interface comprises a single
wire protocol interface.

In example 36, the subject-matter of any one of examples
31 to 35 can optionally include that the radio communication
device comprises a second interface between the tamper-
proof circuit and the processor.

In example 37, the subject-matter of example 36 can
optionally include that the second interface comprises a serial
peripheral interface.

In example 38, the subject-matter of any one of examples
31 to 37 can optionally include that the radio communication
device is free from an interface between the transceiver circuit
and the processor.

In example 39, the subject-matter of any one of examples
31 to 38 can optionally include that the tamper-proof circuit
securely processes data.

In example 40, the subject-matter of any one of examples
31 to 39 can optionally include that the tamper-proof circuit
comprises a secure element.

In example 41, the subject-matter of any one of examples
31 to 40 can optionally include that the radio communication
device comprises a secure element comprising the tamper-
proof circuit.

In example 42, the subject-matter of any one of examples
31 to 41 can optionally include that the tamper-proof circuit
comprises an embedded secure element.

In example 43, the subject-matter of any one of examples
31 to 42 can optionally include that the radio communication
device comprises an embedded secure element comprising
the tamper-proof circuit.

In example 44, the subject-matter of any one of examples
31 to 43 can optionally include that the tamper-proof circuit
comprises a subscriber identity module.

In example 45, the subject-matter of any one of examples
31 to 44 can optionally include that the radio communication
device comprises a subscriber identity module comprising
the tamper-proof circuit.

In example 46, the subject-matter of any one of examples
31 to 45 can optionally include that the tamper-proof circuit
comprises a universal integrated circuit card.

In example 47, the subject-matter of any one of examples
31 to 46 can optionally include that the radio communication
device comprises a universal integrated circuit card compris-
ing the tamper-proof circuit.

In example 48, the subject-matter of any one of examples
31 to 47 can optionally include that the transceiver circuit
comprises a near field communication controller.

In example 49, the subject-matter of any one of examples
31 to 48 can optionally include that the radio communication
device comprises a near field communication controller com-
prising the transceiver circuit.

In example 50, the subject-matter of any one of examples
31 to 49 can optionally include that the processor comprises
a central processing unit.

In example 51, the subject-matter of any one of examples
31 to 50 can optionally include that the radio communication
device comprises a central processing unit comprising the
processor.

In example 52, the subject-matter of any one of examples
31 to 51 can optionally include that the processor comprises
an application processor.
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In example 53, the subject-matter of any one of examples
31 to 52 can optionally include that the radio communication
device comprises an application processor comprising the
processor.

In example 54, the subject-matter of any one of examples
31 to 53 can optionally include that the radio communication
device is a contactless card.

In example 55, the subject-matter of any one of examples
31 to 54 can optionally include that the radio communication
device is a contactless credit card.

In example 56, the subject-matter of any one of examples
31 to 55 can optionally include that the radio communication
device is an NFC tag.

In example 57, the subject-matter of any one of examples
31 to 56 can optionally include that the radio communication
device is an NFC device.

In example 58, the subject-matter of any one of examples
31 to 57 can optionally include that the radio communication
device is a mobile point of sale terminal.

In example 59, the subject-matter of any one of examples
31 to 58 can optionally include that the radio communication
device is a payment processing device.

In example 60, the subject-matter of any one of examples
31 to 59 can optionally include that the radio communication
device is a NFC reader.

Example 61 is a radio communication device comprising:
a transceiver means for communicating wirelessly with
another device; a tamper-proof means coupled to the trans-
ceiver means; and a processing means coupled to the tamper-
proof means and for exchanging data with the transceiver
means via the tamper-proof means.

In example 62, the subject-matter of example 61 can
optionally include that the processing means is for exchang-
ing data with the transceiver means free from a direct physical
signaling between the processing means and the transceiver
means.

In example 63, the subject-matter of any one of examples
61 or 62 can optionally include that the processing means is
for exchanging data with the transceiver means exclusively
via the tamper-proof means.

In example 64, the subject-matter of any one of examples
61 to 63 can optionally include a first interface means
between the transceiver means and the tamper-proof means.

In example 65, the subject-matter of example 64 can
optionally include that the first interface means comprises a
single wire protocol interface.

In example 66, the subject-matter of any one of examples
61 to 65 can optionally include a second interface means
between the tamper-proof means and the processing means.

In example 67, the subject-matter of example 66 can
optionally include that the second interface means comprises
a serial peripheral interface.

In example 68, the subject-matter of any one of examples
61 to 67 can optionally include that the radio communication
device is free from an interface means between the transceiver
means and the processing means.

In example 69, the subject-matter of any one of examples
61 to 68 can optionally include that the tamper-proof means is
for securely processing data.

In example 70, the subject-matter of any one of examples
61 to 69 can optionally include that the tamper-proof means
comprises a secure element.

In example 71, the subject-matter of any one of examples
61 to 70 can optionally include a secure element comprising
the tamper-proof means.
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In example 72, the subject-matter of any one of examples
61 to 71 can optionally include that the tamper-proof means
comprises an embedded secure element.

In example 73, the subject-matter of any one of examples
61 to 72 can optionally include an embedded secure element
comprising the tamper-proof means.

In example 74, the subject-matter of any one of examples
61 to 73 can optionally include that the tamper-proof means
comprises a subscriber identity module.

In example 75, the subject-matter of any one of examples
61 to 74 can optionally include a subscriber identity module
comprising the tamper-proof means.

In example 76, the subject-matter of any one of examples
61 to 75 can optionally include that the tamper-proof means
comprises a universal integrated circuit card.

In example 77, the subject-matter of any one of examples
61 to 76 can optionally include a universal integrated circuit
card comprising the tamper-proof means.

In example 78, the subject-matter of any one of examples
61 to 77 can optionally include that the transceiver means
comprises a near field communication controller.

In example 79, the subject-matter of any one of examples
61 to 78 can optionally include a near field communication
controller comprising the transceiver means.

In example 80, the subject-matter of any one of examples
61 to 79 can optionally include that the processing means
comprises a central processing unit.

In example 81, the subject-matter of any one of examples
61 to 80 can optionally include a central processing unit
comprising the processing means.

In example 82, the subject-matter of any one of examples
61 to 81 can optionally include that the processing means
comprises an application processor.

In example 83, the subject-matter of any one of examples
61 to 82 can optionally include an application processor com-
prising the processing means.

In example 84, the subject-matter of any one of examples
61 to 85 can optionally include that the radio communication
device is a contactless card.

In example 85, the subject-matter of any one of examples
61 to 84 can optionally include that the radio communication
device is a contactless credit card.

In example 86, the subject-matter of any one of examples
61 to 85 can optionally include that the radio communication
device is an NFC tag.

In example 87, the subject-matter of any one of examples
61 to 86 can optionally include that the radio communication
device is an NFC device.

In example 88, the subject-matter of any one of examples
61 to 87 can optionally include that the radio communication
device is a mobile point of sale terminal.

In example 89, the subject-matter of any one of examples
61 to 88 can optionally include that the radio communication
device is a payment processing device.

In example 90, the subject-matter of any one of examples
61 to 89 can optionally include that the radio communication
device is a NFC reader.

Example 91 is a computer readable medium including
program instructions which when executed by a processor
cause the processor to perform a method for controlling a
radio communication device, the computer readable medium
further including program instructions which when executed
by a processor cause the processor to perform: providing a
transceiver circuit to communicate data wirelessly with
another device; coupling the processor to a tamper-proof
circuit; coupling the tamper-proof circuit to the transceiver
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circuit; and exchanging data between the processor and the
transceiver circuit via the tamper-proof circuit.

In example 92, the subject-matter of example 91 can
optionally include that the processor exchanges data with the
transceiver circuit free from a direct physical signaling
between the processor and the transceiver circuit.

In example 93, the subject-matter of example 91 or 92 can
optionally include that the processor exchanges data with the
transceiver circuit exclusively via the tamper-proof circuit.

In example 94, the subject-matter of any one of examples
91 to 93 can optionally include that the radio communication
device comprises a first interface between the transceiver
circuit and the tamper-proof circuit.

In example 95, the subject-matter of example 94 can
optionally include that the first interface comprises a single
wire protocol interface.

In example 96, the subject-matter of any one of examples
91 to 95 can optionally include that the radio communication
device comprises a second interface between the tamper-
proof circuit and the processor.

In example 97, the subject-matter of example 96 can
optionally include that the second interface comprises a serial
peripheral interface.

In example 98, the subject-matter of any one of examples
91 to 97 can optionally include that the radio communication
device is free from an interface between the transceiver circuit
and the processor.

In example 99, the subject-matter of any one of examples
91 to 98 can optionally include that the tamper-proof circuit
securely processes data.

In example 100, the subject-matter of any one of examples
91 to 99 can optionally include that the tamper-proof circuit
comprises a secure element.

In example 101, the subject-matter of any one of examples
91 to 100 can optionally include that the radio communica-
tion device comprises a secure element comprising the
tamper-proof circuit.

In example 102, the subject-matter of any one of examples
91 to 101 can optionally include that the tamper-proof circuit
comprises an embedded secure element.

In example 103, the subject-matter of any one of examples
91 to 102 can optionally include that the radio communica-
tion device comprises an embedded secure element compris-
ing the tamper-proof circuit.

In example 104, the subject-matter of any one of examples
91 to 103 can optionally include that the tamper-proof circuit
comprises a subscriber identity module.

In example 105, the subject-matter of any one of examples
91 to 104 can optionally include that the radio communica-
tion device comprises a subscriber identity module compris-
ing the tamper-proof circuit.

In example 106, the subject-matter of any one of examples
91 to 105 can optionally include that the tamper-proof circuit
comprises a universal integrated circuit card.

In example 107, the subject-matter of any one of examples
91 to 106 can optionally include that the radio communica-
tion device comprises a universal integrated circuit card com-
prising the tamper-proof circuit.

In example 108, the subject-matter of any one of examples
91 to 107 can optionally include that the transceiver circuit
comprises a near field communication controller.

In example 109, the subject-matter of any one of examples
91 to 108 can optionally include that the radio communica-
tion device comprises a near field communication controller
comprising the transceiver circuit.



US 9,319,088 B2

13

In example 110, the subject-matter of any one of examples
91 to 109 can optionally include that the processor comprises
a central processing unit.

In example 111, the subject-matter of any one of examples
91 to 110 can optionally include that the radio communica-
tion device comprises a central processing unit comprising
the processor.

In example 112, the subject-matter of any one of examples
91 to 111 can optionally include that the processor comprises
an application processor.

In example 113, the subject-matter of any one of examples
91 to 112 can optionally include that the radio communica-
tion device comprises an application processor comprising
the processor.

In example 114, the subject-matter of any one of examples
91 to 113 can optionally include that the radio communica-
tion device is a contactless card.

In example 115, the subject-matter of any one of examples
91 to 114 can optionally include that the radio communica-
tion device is a contactless credit card.

In example 116, the subject-matter of any one of examples
91 to 115 can optionally include that the radio communica-
tion device is an NFC tag.

In example 117, the subject-matter of any one of examples
91 to 116 can optionally include that the radio communica-
tion device is an NFC device.

In example 118, the subject-matter of any one of examples
91 to 117 can optionally include that the radio communica-
tion device is a mobile point of sale terminal.

In example 119, the subject-matter of any one of examples
91 to 118 can optionally include that the radio communica-
tion device is a payment processing device.

In example 120, the subject-matter of any one of examples
91 to 119 can optionally include that the radio communica-
tion device is a NFC reader.

While specific aspects have been described, it should be
understood by those skilled in the art that various changes in
form and detail may be made therein without departing from
the spirit and scope of the aspects of this disclosure as defined
by the appended claims. The scope is thus indicated by the
appended claims and all changes which come within the
meaning and range of equivalency of the claims are therefore
intended to be embraced.

The invention claimed is:

1. A radio communication device comprising:

atransceiver circuit configured to communicate wirelessly
with another device,

wherein the transceiver circuit comprises a near field com-
munication controller;

a tamper-proof circuit coupled to the transceiver circuit;
and

a processor coupled to the tamper-proof circuit and con-
figured to exchange data with the transceiver circuit
exclusively via the tamper-proof circuit,

wherein the radio communication device is free from an
interface coupling the transceiver circuit and the proces-
sor directly with each other.

2. The radio communication device of claim 1,

wherein the processor is configured to exchange data with
the transceiver circuit free from a direct physical signal-
ing between the processor and the transceiver circuit.

3. The radio communication device of claim 1, further

comprising:

a first interface between the transceiver circuit and the

tamper-proof circuit.
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4. The radio communication device of claim 3,

wherein the first interface comprises a single wire protocol

interface.

5. The radio communication device of claim 1, further
comprising:

a second interface between the tamper-proof circuit and the

processor.

6. The radio communication device of claim 5,

wherein the second interface comprises a serial peripheral

interface.

7. The radio communication device of claim 1,

wherein the tamper-proof circuit is configured to securely

process data.

8. The radio communication device of claim 1,

wherein the tamper-proof circuit comprises a secure ele-

ment.

9. The radio communication device of claim 1,

wherein the tamper-proof circuit comprises a subscriber

identity module.

10. The radio communication device of claim 1,

wherein the processor comprises an application processor.

11. A method for controlling a radio communication
device, the method comprising:

providing a transceiver circuit to communicate data wire-

lessly with another device,

wherein the transceiver circuit comprises a near field com-

munication controller;

coupling a processor to a tamper-proof circuit;

coupling the tamper proof circuit to the transceiver circuit;

and
exchanging data between the processor and the transceiver
circuit exclusively via the tamper-proof circuit, wherein
the radio communication device is free from an interface
directly coupling the transceiver circuit and the proces-
SOr.

12. The method of claim 11,

wherein the processor exchanges data with the transceiver
circuit free from a direct physical signaling between the
processor and the transceiver circuit.

13. The method of claim 11,

wherein the radio communication device comprises a first

interface between the transceiver circuit and the tamper-
proof circuit.

14. The method of claim 13,

wherein the first interface comprises a single wire protocol

interface.

15. The method of claim 11,

wherein the radio communication device comprises a sec-

ond interface between the tamper-proof circuit and the
processor.

16. The method of claim 15,

wherein the second interface comprises a serial peripheral

interface.

17. A non-transitory computer readable medium including
program instructions which when executed by a processor
cause the processor to perform a method for controlling a
radio communication device, the computer readable medium
further including program instructions which when executed
by a processor cause the processor to perform:

providing a transceiver circuit to communicate data wire-

lessly with another device, wherein the transceiver cir-
cuit comprises a near field communication controller;
coupling the processor to a tamper-proof circuit;
coupling the tamper-proof circuit to the transceiver circuit;
and

exchanging data between the processor and the transceiver

circuit exclusively via the tamper-proof circuit, wherein
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the radio communication device is free from an interface
directly coupling the transceiver circuit and the proces-
SOr.

18. The computer readable medium of claim 17,

wherein the processor exchanges data with the transceiver
circuit free from a direct physical signaling between the
processor and the transceiver circuit.

19. The computer readable medium of claim 18,

wherein the radio communication device is free from an
interface between the transceiver circuit and the proces-
SOr.
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